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How Real Is The Issue? 
 
What Part Does Policy Play? 
 
What Should I Do Next? 



A lot of your peers think the issue is real and 
rated Cyber Security one of the top 6 KEY 
CHALLENGES faced by Australian small business 

Payment times 

Red tape 

Taxes and charges 

Employment laws 

Unfair contracts 

Cyber security 

Source : Kate Carnell / IBC  



Big Organisations Are Taking Real Hits 



The News Keeps Getting Worse 

The Guardian (5 July 2017) reported that it had been 
able to buy Medicare card details for $30 worth of 

bitcoins and that the details of at least 75 people had 
been sold by the same vendor 



Local Occurrences Are Happening 

My best mate 
bought a brand new 
laptop and was hit 

with a ransom 
request on day one 

An Illawarra medical 
practice has had their 

systems locked and 
paid a ransom twice in 

the last year 



What Are The Real Potential Outcomes? 

• Loss of access to my data or systems  
– Can I still see clients without data? 

– Can I accept orders without systems indefinitely? 

– Will the customers go elsewhere? 

 

• Client data stolen 
– Are there legal implications? 

– Reputation damage (think Ashley Madison) 

 

• Loss of money to a fraud 

 

• Unauthorised access to bank accounts 



The Costs of Data Loss 

72% of businesses 
that suffer major 

data loss shut down 
within 24 months 

According to the 
British Chambers of 
Commerce, 93% of 

businesses that suffer 
data loss for more 

than 10 days file for 
bankruptcy within 

one year 

…and 50% do so 
immediately 



The Threats Are Growing And The Cost 
Is Climbing 

Malware : software which is specifically designed to disrupt, 
damage, or gain authorised access to a computer system 



The Effect of IT Consumerisation is 
Twofold 

• Firstly, anyone in your organisation with a credit card can now subscribe to 
Saas 

• Who knows what  the marketing department has done today! 

• Who knows who is putting corporate data who knows where  

• Any 7 year old can buy an app so there is nothing stopping your team 

• In the public cloud …  What security do they have? 

 What is the maintenance regime? 

 Is the system secure? 

 Do your security requirements align with the vendor? 

 

Credit : Sonya Eland re IT 
Consumerisation 

One Illawarra company moved their CRM to public 
cloud and were very pleased with themselves. 

When audited, the security was atrocious and they 
had no idea 



Secondly, Cyber Crime Has Gone SaaS 
As Well  

• Pay by the month hacking kits are really scary, you don’t have to be 
a hacker any more – just a crim. 
 

• And there are Cyber Crime Apps stores …..                               
including one where you can get a whole lot of tools stolen from 
the NSA 



What to Do…. Cyber Security is a Risk 
Management Problem 

• The purpose of Risk Management is to protect the achievement of your 
objectives 

 

• To protect your objectives you introduce control measures  

 

• The basis of control measures (that you can then audit and improve) is 
policy. 

 



Start with Policies… Audit What Policies 
You Have Today 

1. Do you expect SaaS to adhere to the same standards I set for my IT (if I have 
any!)? 

2. Will I run software that does not have a patch program from the vendor to 
keep out new threats? 

3. Do I invest in the maintenance of my systems? 

4. Do I test or verify my security? 

5. Do I allow users to keep company data on laptops? 

6. Do I have a policy on passwords? 

7. Why do I have a server on site and who has access to it? 



Y2K Was a Known and Largely Stable 
Enemy 

• Cyber Security has to deal with unknown threats, which evolve exponentially 

 

• With Y2K we could play offense and remove the bugs 

 

• With Cyber Security you need to play defense and plug the gaps (all the NHS 
sites that were hit with WannaCry did not do appropriate system 
maintenance). 



You have many enemies in this space, but 
the criminals are the most likely suspects 



What Makes Sense To Do? 

• Train members of your team to become an expert in a complex and evolving 
field (do you have your own lawyer, doctor or fire brigade?) 

 

• Partner with an expert? 

 

• Do nothing and hope (should be an interesting conversation with the 
owner/board/auditor)? 



What Should You Expect From A Partner? 

• Adherence to Australian Risk Management Standards (Boards like this) 

 

• An assessment of your business objectives and the consequences of loss  

– eg. if your business has genuine competitors and your services are down, 
will you lose the revenue forever (Insurance) 

– If you lose customer data, is it the end of your business (lawyers?)? 

 

• An assessment of the likelihood of your defenses being good enough – what 
is your current state? 

 

• A plan to reduce your risks to what your stakeholders will accept and what 
you can invest. 



Microsolve is an Experienced Alternative 

• Dept of Immigration 
• Transport for NSW 
• BHP 

• UOW Lecturer 
• Transport for NSW 
• Bluescope 
• BHP 

Don’t just solve it …… 

Security Risk Crisis 



Thanks 


